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*:96 Overheads
Part 8: Directory systems (systems to find
addresses of people and organisations):
 X.500, Whois

Rating:
Platform Independent Content Selection (PICS)
More about this course about Internet application protocols can be
found at URL:
http://www.dsv.su.se/~jpalme/internet-course/Int-app-
prot-kurs.html
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Directory systems
Information stored in directory systems
Name, e-mail address, phone and fax number, postal address, etc.

Cryptographic certificates: Directory system serve as trusted certificate servers.

Most advanced cryphtographic services: Identification, authorisation, signatures, seals,
encryption of information, is based on or uses as a start electronic certifications of the
person you are identifying. To be sure that such a certificate is not falsified,
crypthographic techniques require a crypthographically secure communcation with the
certificate server.

Systems based on manually created directories
X.500: The OSI directory system

LDAP (Lightweight Directory Acess Protocol): Simplified version of X.500 which many
manufacturers support or plan to support

Whois: Old, limited Internet protocol

Whois++: New, advanced protocol

Systems based on automatic collection of information
WhoWhere, etc.: Servers who collect user information from mail, news and web pages.
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X.500 – the OSI directory system

• Distributed on many servers, like DNS.

• Replication and caching.

• Schema describes data base structure.

• Aliases.
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X.500 – hierarchical world view
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Chaining, referral and multicasting in X.500
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This diagram shows chaining, where a query
is forwarded from DSA to DSA and the reply
is returned the same way.
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This diagram shows referral, where the DUA
which sends a query is referred, by the initial
DSA, to another DSA which is able to answer
the query.
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This diagram shows multicasting, where the
first DSA will simultaneously send the query
to several other DSAs and collect the replies.
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Chaining in X.500

The French
public directory

The British
public directory

The DUA
of the searcher

The internal
DSA within
Rolls Royce



8-7

Sunet X.500 service user interface
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Sunet X.500 service
example of response
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Old Internet Whois service
Usually accessed via Gopher and not the Whois protocol itself
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Connection to one Whois server at one
university
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Main functional difference between
Whois++ and X.500:
Searches in tree-structed distributed directory systems like X.500 are difficult to
perform efficiently if the user does not specify search conditions which limit the
search to certain branches of the tree. If not, a global search has to be made in
all servers everywhere.

Because of this, centralized data bases can easier perform efficient directory
searches. Distributed and centralized data bases can be combined, if the
centralized data bases replicate information whose master copy is in the
distributed servers.

The Whois++ developers claim that Whois++ supports such replication of
information to central data bases more efficiently than X.500. A subset of the
part of a data base which is needed centrally, called a centroid, is copied in a
controlled way to centralized so-called index servers. A user search which is not
limited to a certain server, is helped by the index servers to find the local server
which has the directory information searched for.
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Whois++ user interface example
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Whois++ search result unser interface



8-14

Whowhere:
http://users.aimnet.com/~dtowner/who.html
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WhoWhere search result
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Personally registered information in WhoWhere
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PICS 1 – Platform for Internet Content Selection

From a presentation by Jim Miller and Paul Resnic, found at URL:

http://www.chg.ru/w3/PICS/951030/JM/talk.htm and
http://www.bilkent.edu.tr/pub/WWW/PICS/iacwc.htm
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PICS 2
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PICS 3
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PICS 4
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Specification of a PICS schema
((PICS-version 1.0)
  (rating-system "http://moviescale.org/Ratings/Description/")
  (rating-service "http://moviescale.org/v1.0")
  (icon "icons/moviescale.gif")
  (name "The Movies Rating Service")
  (description
  "A rating service based on the MPAA's movie rating scale")

  (category
   (transmit-as "r")
   (name "Rating")
   (label (name "G") (value 0) (icon "icons/G.gif"))
   (label (name "PG") (value 1) (icon "icons/PG.gif"))
   (label (name "PG-13") (value 2) (icon "icons/PG-13.gif"))
   (label (name "R") (value 3) (icon "icons/R.gif"))
   (label (name "NC-17") (value 4) (icon "icons/NC-17.gif"))))
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User interface for parents
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An example of a PICS label
PICS specifies a standard format for labels. Figure 5 shows a
sample. The URL on the first line, which identifies the labeling
service, makes it possible to redistribute labels yet still identify
their original sources. The label can also include information about
itself, such as the date on which it was created, the date it will
expire, that the label is associated with a certain resource (in this
case, "http://www.gcf.org/stuff.html"), and the label's author. The
last line shows the attributes that describe the resource: a
"language" value of 3; "sex" 2; and "violence" 0.
 (PICS-1.0 "http://www.rsac.org/v1.0/"
 labels
  on "1994.11.05T08:15-0500"
  until "1995.12.31T23:59-0000"
  for "http://www.gcf.org/stuff.html"
  by "John Patrick"
  ratings (l 3 s 2 v 0))
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An example of a PICS interaction

Client sends to HTTP server www.greatdocs.com to request
a document:

GET foo.html HTTP/1.1
Accept-Protocol: {PICS-1.0 {params full {services
"http://www.gcf.org/1.0/"}}}

Server responds to client with result including PICS label:

HTTP/1.1 200 OK
Date: Thursday, 30-Jun-95 17:51:47 GMTMIME-version:
1.0
Last-modified: Thursday, 29-Jun-95 17:51:47 GMT
Protocol: {PICS-1.0 {headers PICS-Label}}
PICS-Label: …label here…
Content-type: text/html
…contents of foo.html…
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Terminology

VAC Voluntary Access Control

PICS Platform for Internet Content Selection

WWWC, W3C World Wide Web Consortium

Rating service Service provider providing rating services

Rating system Schema for a rating service

Content label The rating of a particular object (document, site,
domain)


